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1. EJIM U 3AJAYA OCBOEHUSA JUCHUITJIMHBI

Lenv yuebHoli OucyuniuHvl: W3y9eHUE OCHOB HHMPOPMAIMOHHON OE30TaCHOCTH,
NPUMEHEHHE B COBPEMEHHBIX HWH(POPMAIMOHHBIX TEXHOJIOTHSIX METOJO0B U CPEICTB
3alMThl  MH(OpPMAIMKM, WCTOJb3YEMbIX [UJIS PpElIeHUusT TpoOJieM KOMIBIOTEPHOM
0€30MacHOCTH; MPUOOPETECHNE HABBIKOB BIIAJCHHUS OCHOBHBIM WHCTPYMEHTAPHUEM U €r0
NPUMEHEHUsI JIJIT TIOCTPOCSHHSI 3alWICHHBIX MH(QOPMAIMOHHBIX cHcTeM. JlocTHKeHne
yKa3aHHBIX ~IIeJied  TO3BOJUT  OOydYaromemycss MPOAOJDKHTh  MpodeccuoHaibHOe
00pa3zoBaHUE B MarucTparype W/WiM yCHENHO HayaTh NpO(ecCUOHAIBHYIO JESTEIbHOCTD.

3aoauu yuebnoii oucyununvr «Iadpopmarmontasi 6€30mMacHOCTbY

- O3HAKOMUTh  CTYIEHTOB  C ompeseNieHneM, — Kiaccupukanuen = u
XapaKTepUCTUKaMH UH()OPMAITMOHHOM 0€30MTaCHOCTH;

- TMO3HAKOMUTh C OPTaHU3AIMOHHBIMU W SKOHOMHYECKUMH acleKTaMu paboThl ¢
MH()OPMAMOHHBIMA PECYpPcaMu U METOIaMH OTIEHKH 3(PPEKTUBHOCTH UX 0€30MMaCHOCTH;

- 1aTh TpPEACTaBlieHHE 00 OCOOEHHOCTAX WH(POPMANMOHHONW 0€30MacHOCTH,
CEerMEHTaX M YYaCTHUKAaX HWH(POPMAIMOHHOTO PBIHKA, OCOOCHHOCTAX (HOPMHpPOBAHHUS
0e301acHOCTH MHGOpMAIINH;

- pacCMOTPETh OCHOBHBIE TEXHOJOTUYECKUE MPHHIIUIBI OE30TaCHOCTH MHPOBBIX
nH(GOPMAIMOHHBIX PECYPCOB Ha OCHOBE IrJio0ansHOM cetn MHTepHer;

- paccMOTpPETh BO3MOXKHOCTH MPUMEHEHHsI 0€30TmacHOCTH pecypcoB UHTepHeTe.

2. INTAHUPYEMBIE PE3YJIbTATHBI ObYUEHUSI 11O AUCHUIIJINHE

[lportecc w3ydeHUs NWCUUIUIMHBI HAMpaBieH Ha (POPMUPOBAHHE CIICAYIONIMX
KOMIIETEHLIUM:

- CIOCOOCH TIOHWUMAaTh CYIIHOCTh W 3HAa4eHWE WHPOpPMAIMM B Pa3BUTHU
COBPEMEHHOTO HMH(POPMAIIMOHHOTO OOIIECTBa, CO3HABaThb OMACHOCTH U yIPO3bI,
BO3ZHHKAIOIIME B ATOM MpOIecce, cOO0aTh OCHOBHBIC TpeOOBaHMs HH(DOPMAITMOHHOM
0€30MMacHOCTH, B TOM YHUCJIC 3alUThI TocyaapcTBeHHo TaitHbl (OK-12);

- CTIOCOOCH WCTOJb30BaTh JJIA PEIICHUS AHATUTUYECKUX U HMCCICAOBATENbCKUX
3a]1a4 COBPEMEHHBIC TEXHUYCCKHE cpencTBa 1 nHpopMarmontbie Texuostoruu (I1K-10).

N3yuuB Kypc, CTYAEHT TOJKEH:

3HaTh:

- OCHOBHBIC TIOHATHSA WHGPOPMAIIMOHHOW 0€30MacHOCTH, MEeCTO U POJb
nH()opManroOHHON 0€30MMaCHOCTH B CHCTEME HAIIMOHALHOW Oe3omacHocTH Poccuiickoit
denepanun (OK-12);

- IPUHIIMIIBI  OpTraHW3ald  WHGOPMAIMOHHBIX CHUCTEM B COOTBETCTBUH C
TpeboBaHUSIMH 10 3anmre HWHGOPMAIMK, METOJIbl W CPEACTBA BBISABJICHUS YIPO3
oe3omacHoctu npeanpustus (ITK-10);

YMmern:

- ONpeneNsaTh HAIMYWE Yrpo3 M HCIOJB30BaTh METOJBl W CPEICTBA IS
obecrieueHusi mHpopmarmoHHo Oe3zomacHocTH (OK-10); aHanmm3upoBaTh U OIEHUBATH
yrpo3bl HHPOpMAIMOHHOH Oe3omacHocTh 00bekTa (I1K-10);

Baaners:

- Merogamu  (popMHpOBaHUS TpeOOBaHWI MO oOecrneueHu0 WHOOPMAIMOHHOM
0€30MacHOCTH, HABBIKAMH OCYIIECTBICHHUS MPOPECCUOHATIFHON e TEILHOCTH B YCIOBHUSIX
nHdopmanronHoro mnpoTuBooopcTBa(OK-10; HaBbIKaMM OpraHu3auu W 00eCTICUCHUS



peKHMa CEKPETHOCTH, METOJIaMH OpPraHM3allii M YIPaBJICHUS JEATEIHHOCTHIO CIYXO
sanmThl HHGopManuu Ha npeanpustun ([1K-10).

3. MECTO YYEBHOM JUCIUILJIMHBI B CTPYKTYPE OOII BIIO

Juctmmmna «adopmanrorHas 0€301IacHOCTY OTHOCHTCS K BapUATHBHOM 4acTH
MaTE€MaTH4YECKOTO U €CTECTBEHHOHAYYHOIO LIMKJIA.

JInsi m3ydeHus MaHHOW JUCIMIUIMHBI HEOOXOIMMbI 3HAHWS, YMEHHUS U HAaBBIKH,
dbopMupyeMble NPEAIIECTBYIONMMHU JUCIUIUTMHaMK: VHQOpMaIMOHHBIE TEXHOJOTHH U
KOMMyHuKaiuu, WHbopmanmonHple cucTeMbl B dKOHOMHKE, MHbopmammoHHbIe
TEXHOJIOTUH B MPO(HECCUOHAILHOM A TETLHOCTH.

HanmenoBaHus nocyieyronmx yu4eOHbIX TUCIUIUIMH: [Ipor3BOACTBEHHAs MpaKTHUKa

u UT'A.

4. OB BEM JUCHUIIIMHBI MOAYJIA) B BAUETHBIX EJUHULIAX U
AKAJEMHUYECKHUX YACAX

OO01as TpyA0eMKOCTh TUCIUTUIMHBI COCTABIISICT 72 Yaca, 2 3a4€THBIC SIUHUIIBL

Buj yueOHo# padoThI ®opma o0yyeHHst
OYHAsl | 3a04Has
CemecTp 8 9
O0mas TpyI10eMKOCThb JAUCIAIIJIUHBI yac 72 72
3ET 2 2
1. KonTakTHas paboTa 00yJaronmxcs ¢ IpernogaBaTesieM, BCEro 36 14
Ayoumopnas paboma, écezo 32 10
U3 HUX 8 UHMEPAKMUBHOU opme 10 4
Jlexyuu 14 4
lpaxmuueckue 3anamus 18 6
Bueayoumopnas paboma, écezo 4 4
8 MOM Huce
- UHOUBUOYATILHASL paboma 00YYaAUUXCS 4 -
¢ npenooasamenem;
- NPOMENCYMOUHAS ammecmayus — 3auem - 4
2. CamocTosTenpHas padboTa 00y4aromuyxcsi, BCETo 36 58

5. CTPYKTYPA U COAEP KAHUE JUCHUITIJIUHBI
5.1.Cmpykmypa oucyunmmol
0/151 OYHOIL (hopmbl 00yUeHUA

Bunsl yaebHo# pabotsl, | Dopmbl TEKyIIEro
HanmenoBanue BKJIFOYast KOHTPOJIS
pazzienoB (MOJyJiei) U TeM CaMOCTOSITEIIbHYIO YCIIEBAEMOCTH.
paboTy CTYJICHTOB U dopma

TPYAOEMKOCTb (B Uyacax)| MPOMEXKYTOYHOU

JIK | ITP |[CPC| KCP aTTecTaluH
Tema 1. Ilonstne wuHbOpManMOHHOU| 2 419 YceTHBIN ompoc,
0€30MacHOCTH U 3aIIUIIICHHON CHUCTEMBI 2 3amuTa pedeparos,




Tema 2. OcHoBHbIE TIOJOKeHUs Teopmu| 4 | 4 | 9 KOHTpOJIbHAs paboTa
MH(pOpMAITHOHHOU 0€30TacCHOCTH

UHPOPMAIHOHHBIX CHCTEM

Tema 3. OOmee mpencraBienne o| 4 | 4 | 9

CTPYKTypE 3aIUIIEHHO N 2

MH()OPMAITMOHHO N CHCTEMBI

Tema 4, Poib ctangaptoB| 4 6 | 9

uHGOPMAIIMOHHOM 6€30MaCHOCTH

HUroroBblii KOHTPOJIb 3ayer
Hrtoro 14 | 18 | 36 4

0/171 3a04H Ol hopMbl 00yUeHUA

HaumeHoBaHue
pa3aenoB (MoayJieit)

Buanbl yueOHoii padoThl, (POpMBbI TEKYLIETO

BKJIIOYASA
CaMOCTOSITEJILHYIO
padoTy CTYIEHTOB H

TPYA0E€MKOCTh (B 4acax) | MPOMeKYyTOYHOM

KOHTPOJIA
yCIIeBaeMOCTH
dopma

JIK|TIK| CPC | KonT ATTeCTAllMH
poJib
Tema 1. Ilomsarme wHbOpMammonnoi| 1 | 1 14 YceTHbIN ompoc,
0€30TacHOCTH ¥ 3alUIICHHON CUCTEMBI 3anmra
pedeparos,
KOHTPOJIbHAs
paboTta
Tema 2. OcHoBHbIE NoJ0OXeHus Teopuu| 1 | 1 14 YctHbII ompoc,
UHGOPMAITHOHHO T 0e30TacHOCTH TECTHUPOBAHUE,
UHGOPMAIHOHHBIX CHCTEM 3amuTa
Tema 3. OOmee mnpencraBmeane of 1 | 1 14 pedeparos,
CTPYKType 3aIlUIICHHO N KOHTPOJILHAS
UHGOPMAITHOHHOHN CUCTEMBI pabota
Tema 4. Ponb craggaptoB| 1 | 4 16
nHOOpMAHOHHON 0€30TIaCHOCTH
HroroBblii KOHTPOJIb 4 3a4eT
Hrtoro 41 6 58 4

5.2. Conep:xxaHue TeM JIEKIIHOHHBIX 3aHATHH

Tema 1. IlonsiTe UH(OPMATIMOHHOM 0€30MACHOCTH M 3AIUINEHHOI CUCTEMBI.

coONo WD E

OcobenHoctn  yrpo3  0€30MacHOCTH

OcHoBHbIE TOHATHS UHPOPMAILIMOHHOM O€30TTaCHOCTH.
Knaccudukanus u xapakTepucTHKa CIIy4alHbIX yIpo3.
OO61as xapakTepuCTUKa IpeIHAMEPEHHBIX YIPo3.
Oco6eHHOCTH HECAaHKIIMOHUPOBAHHOIO JIOCTYTA K HHPOPMAIUH.

Bubl BO3MOXKHBIX HapyIieHu HHHOPMALMOHHON CUCTEMBI.

Ouenka co3nanus 6osee 6e3onacHbIX mpoaykToB UT 1o HampaBiaeHUsIM.
Oco0eHHOCTH BUIOB YTPO3 KaK BPEAUTEIHCKUX MPOTPAMM.

uH(pOpMallUK,  CBSI3aHHBIX  C



HECaHKIIMOHUPOBaHHOM Moaubukarueit ctpykryp KC.

Tema 2. OcHOBHbIE MNOJIOKEHUS] TeOpuM HHGOPMALMOHHON 0€30MACHOCTH
HHG(POPMAIHOHHBIX CHCTEM.

1. OcHoBHBIE TTOJIOKEHHUS TEOpUU UHGOPMAITMOHHO U 0€30MacHOCTH
MH(GOPMAITMOHHBIX CHCTEM.
Knaccuduxaruio BUIOB 1 CBONCTB BUPYCOB.
Bpenutensckue nporpaMmbl ¥ ©X OCOOEHHOCTH.
Texnudyeckue u MPOTpaMMHBIE CIIOCOOBI 3aIIUTHI OT BUPYCOB.
OcHOBHBIE THIIBI TIOJMTUKH OE30TIaCHOCTH YIIPABICHUS JOCTYIIOM K JaHHBIM.
Bunbl HapyuieHnit ”HPOPMAMOHHON CUCTEMBI.
Oco0eHHOCTH 3aIMThl HHPOPMALMOHHBIX CUCTEM.
HopMartuBHble pPYKOBOJAAIIME JOKYMEHTBI, KacarolMecs TOoCyAapCTBEHHOU
TallHbl 1 HOPMATUBHO CIIPABOYHBIEC JJOKYMEHTBI.

9. CucTeMmsbl € 3aKPBITHIM U OTKPBITHIM KITFOUOM

CONOo O~ WN

Tema 3. O01ee npeacTaBieHre 0 CTPYKTYpe 3alUUMIIEHHON MH(OPMALIMOHHO M
CHCTEMBI.

1. TlpuHUUIBI TOCTPOCHUS KOMILIEKCHBIX CUCTEM 3allMThl HHPOPMALIUH.

2. Konuenuu co3nanus 3ammuieHHbx KC.

3. Buasl u crocoObl 3amuThl OT HECAHKIMOHHUPOBAHHOTO TPOHUKHOBEHHUS B
CUCTEMY.

4. TlporpammHoe oOecriedeHus 3aMThl KOMITbIOTEPHBIX CHCTEM.

5. Unentudukanuu wu  ayTeHTHPHUKAIMM W pa3IU4YHbIE  BHJABI  CXEM
ayTeHTU(UKAITIH.

6. MexaHu3Mbl JIOCTyNa JaHHBIX B OIEPALMOHHBIX CHCTEMAaX, CHUCTEMax
yrpaBjieHus 0a3aMu JaHHBIX.

/. CrnocoObl 3alUTBl JaHHBIX W CEPBHUCOB OT BO3JCHCTBHS BpPEIOHOCHBIX
MIPOrpaMM.

8. Meroabl u cpencTna mmppoBaHus U AemM(POBKU.

9. KoaupoBaHus 1 cpencTBa 3alUThI MPU MUM(GPOBAHUN TAHHBIX.

10. Ucnonip30BaHMe  3alMILIEHHBIX ~ KOMIIBIOTEPHBIX  cucTeM.  [lonmurtuka
0€30MacHOCTH.

11. OcHoBHBIE 3TaMbl pa3padOTKU 3AUMILEHHOW CUCTEMBL

Tema 4. Posb cTanaapToB HHGOpPMALMOHHO M 0€301aC HOCTH.

1. Vpanenusiit 1ocTyIm K QaiiiaM, 3allUIIEHHBIM MyTeM KpUnTorpaduu.

2. Merouka 3aiuThl KOMIIbIOTEPHBIX CUCTEM.

3. OCHOBHBIE TEXHOJIOTUU NOCTpOeHus 3amuineHHbx DUC.

4. ba3zoBple TpeOOBaHMA OE30MAaCHOCTH M UX CTPYKTYPY, (PYHKIHOHAJIbHBIC
TpeOoBaHUS U TpEOOBAHUS JOBEPHSL.

5. MexayHapoHble cTaHaapThl HH(GOPMALIMOHHONW O€30MaCHOCTH U PYKOBOASIIMX
nokyMeHntax ['octexkomuccuu Poccum.

6. OCHOBHbI€ MM0JIOKEHUST ENUMHBIX KpUTEpUEB.

7. Konnenmus nHGOpMaIMOHHOW 0€30T1aCHOCTH.



8.Opranuzanust GyHKIMOHUPOBAHUS KOMILJIEKCHBIX CUCTEM 3aIUThl HH(POPMAIIHH.
9.MadopmarmonHass 0€30MaCHOCTh SKOHOMHUYECKHX CHUCTEM. OcobenHocTH
cepTU(UKAIIMKI U CTaHAAPTU3AUU KPUNITOTPahUIECKUX YCIIYT.

5.3. Conep:xanue TeM J1a0OPATOPHBIX (MPAKTHYECKUX) 3aHATHI
Tema 1. IlonsiTe UH(OPMALTMOHHOM 0€30MMACHOCTH M 3aIIMIIECHHON CUCTEMBI.
CdopmynupoBaTh OCHOBHBIC MO HATHS HHPOPMAITMOHHON 0€30MTaCHOCTH.
[lepeunciuth 1 0XapakTepU30BaTh CIIy4alHbIC YITPO3bL.
JlaTh OOIIyI0 XapaKTepUCTHUKY MPETHAMEPEHHBIX yIPO3.
OrnpenenuTs 0COOEHHOCTH HECAHKIIMOHUPOBAHHOTO AOCTYNA K HH(POPMAIUH.
[lepeuncnuTh BUIBI BO3MOKHBIX HApYIIEHUH HHPOPMAITMOHHON CHCTEMBI.
CocTtaBuTh TIepedeHb TpeOOBaHWI 0€30MaCHOCTH, OTOOPAKEHHBIX B KpaTKOM
crienuuKaluy B COCTaBE 3aaHus M0 0€30MaCHOCTH.

/. TlpousBectn oOLEHKY co3nanus Oosiee Oe3omacHbix mnpoayktoB WT mo
HaIPaBJICHUSIM.

8. Ha3zBaTh 0COOEHHOCTH TAKOTO BUAA YTPO3 KaK BPEIUTEIbLCKUE IPOTPAMMBI.

9. OxapaxTepu3oBaTh 0COOEHHOCTH yIrpo3 0€30MaCHOCTH MHGOPMAITIH, CBI3aHHBIX
C HECAHKIIMOHMPOBaHHOM Moaudukanuen ctpykryp KC.

Sk wnkE

Tema 2. OcHOBHbIE MOJIOKEHUS] TeOpPUM HHGOPMALMOHHON 0€30MACHOCTH
HH(POPMALHOHHBIX CHCTEM.

1. 3HaTh OCHOBHBIC TIOJIOKEHUS TEOpPUHM HH(POpPMAIMOHHON O€30MacHOCTH
WH(GOPMAITMOHHBIX CHCTEM.

2. Jlatp xmaccu@uKaIiio BUIOB U CBOWCTB BUPYCOB.

3. Mmeth npeacTaBiieHUs] O BpEAUTEIbCKUX NPOrpaMMax U UX OCOOEHHOCTSX.

4. 3HaTh TEXHUYECKUE U MPOrPAMMHBIE CTIOCOOBI 3aLIUTHI OT BUPYCOB.

5. TlepeuucanTh OCHOBHBIC THUITHI MOJUTUKH 0E30TIACHOCTH YIPABJICHUS JOCTYIIOM
K JIAaHHBIM.

6. IlepeunciuTb BUIBI BO3MOKHBIX HAPYIICHUN HH(HOPMAITMOHHOM CUCTEMBI.

7. VImets mpezacTaBiieHHE 00 OCOOCHHOCTSX 3alUTH HH()OPMAIMOHHBIX CUCTEM.

8. 3HaTh OCHOBHBIE HOPMATHUBHBIE PYKOBOISINME JOKYMEHTHI, KacaroIuecs
roCyJIapCTBEHHOM TalHBI 1 HOPMATHBHO CIPABOYHBIC IOKYMEHTHI.

9. CucteMbl € 3aKPBITHIM U OTKPHITHIM KITFOYOM

Tema 3. O01ee npeacTapiIeHUe 0 CTPYKTYpe 3aIUIIEHHOH MHGOPMATHOHHO M
CHCTEMBI.

1. ChopmymupoBaTh NPUHIMIBI TMOCTPOCHUS KOMIUIEKCHBIX CHUCTEM 3alllUThI
uH(pOpPMaIH.

2. TlpoBecTn aHAM3 KOHIIETIINN co3aanus 3ammuiieHHbx KC.

3. Has3BaTh BHIBI M CIIOCOOBI 3aIIMTHI OT HECAHKITMOHUPOBAHHOTO MPOHUKHOBEHUSI
B CUCTEMY.

4. TlporpammHoe 0OecIieyeHus 3aUThl KOMITbIOTEPHBIX CHCTEM.

5. Jlate ompenencHus WICHTH(PHUKAIMU W ayTEHTU(UKAIMK W PAa3JIUIHBIC BHIBI
CXEM ayTEHTU(HUKAIIH.

6. 3HaTh MeXaHW3MBI JIOCTYIA JAHHBIX B OIEPAMOHHBIX CHUCTEMaxX, CHCTEMax



yIlpaBjeHus: 6a3aMu JaHHbIX.

/. CnocoObl 3alMTBl JTaHHBIX M CEPBHUCOB OT BO3JEUCTBUS BPEJOHOCHBIX
porpamm.

8. Merons! u cpeacTBa mmdpoBaHus U qemmppOBKH.

9. KoaupoBaHus u cpeacTBa 3alUTHI MPU MHUPPOBAHUN TaHHBIX.

10. ictiob30BaHME 3alIUIIICHHBIX KOMITBIOTEPHBIX CHCTEM.

11. Tath onpezeneHre MOIUTUKN 0€30MacHOCTH.

12. 3naTh OCHOBHBIE 3TANbI Pa3paAOOTKHU 3AITUIIEHHON CUCTEMBI.

Tema 4. Poab cTanaapToB nH(OPMAITUOHHO M 0€30MACHOCTH.

1. Vpanenusliit nocTyn K Qaiiam, 3allUIIEHHBIM MyTeM KpUOTorpaduu.

2. Meroanka 3aluTbl KOMITbIOTEPHBIX CHCTEM.

3. OCHOBHBIE TEXHOJOTHH TIOCTPOEHUS 3amuieHHbIXx DVC.

4. ChopmymupoBarh 0a3oBble TpeOOBaHUA O€30MACHOCTH U WX CTIPYKTYPY,
(GyHKIMOHATIbHBIE TPEOOBaHUS U TPEOOBAHUS JJOBEPUSL.

5. Hmers mnpencrasieHUE o MEXIYHAPOJHbIX CTaHAApTaX HH(OPMALMOHHOU
0€30MMacHOCTH U PYKOBOASIIMX JOKyMeHTax ['octexkomuccun Poccum.

6.Co3natp KJ1acCU(UKAITHIO MoKazaresiei 3aIUIIIEHHOCTHU CpEACTB
BeIYHMCIMTEIbHOM TexHuku oT HCJI.

7. IlpeactaBuTh B BHAE TaOJMUIBI KJIACCHI 3aIIMIICHHOCTH aBTOMAaTH3MPOBAaHHBIX
CHUCTEM.

8. OCHOBHBIE TOJIOKEHUS ENUHBIX KpUTEPUEB.

9. Konnenius nH(popMalimoHHOM 0€30MacCHOCTH.

10.Opranmanust GyHKIIMOHUPOBAHUS KOMIUIEKCHBIX CUCTEM 3aIUThl HH(POPMAIHH.

11.MadopmanmorHas 0€30TaCHOCTh AKOHOMHUYECKHX CHCTEM. Onpenenuth
OCOOEHHOCTH CepTU(DUKALIMU U CTAHJAPTH3ALMHA KPUINITOTPpaPUUECKUX YCIIYT.

6. YYEBHO-METOANUYECKOE OBECIIEYEHMUE JJIA
CAMOCTOSTEJBbHON PABOTHI OBYYAIOUIUXCSA MO JUCHUILIUHE
I10 MOAYJIIO)

CamocTodTenbHass pabdoTa CTyAeHTOB 1o JucuuiuiiHe «WHbopmannoHHas
0e30macHOCTbY MOApa3yMeBaeT MPUMEHEHHE CIeTYIOMUX hopM:

- caMOCTOsITeNIbHAs paboTa BO BPeMsi OCHOBHBIX ayJUTOPHBIX 3aHITHH;

- CaMOCTOsITeNIbHAsi pab0Ta BO BHEAYIUTOPHOE BPEMSI.

1. Camocmosmenvras paboma 60 6pems OCHOBHLIX AYOUMOPHBIX 3AHAMUIL:

-BO BpEMS JIEKIIMM IPEIIOJIaracTcsi NpPeJOCTaBICHUE CTYACHTAM BO3MOKHOCTHU
dbopmynrpoBaTh M W3JaraTh BOMPOCHI MPEMOJABATENI0, a TaKKE KOMMEHTHPOBATh U
JOTIOJHATH P EJIaracMbli MPEINoAaBaTeIeM MaTepUal;

-BO BpEMs CEMHMHApa CTYIEHT MOXET 33JaBaThb HAalpaBJICHUE OOCYKIaeMbIM
npobyieMaM, MPEeasioKUTh COOCTBEHHBIM BapHaHT MPOBENCHUS CEMUHApA, AKTHUBHO
y4aCTBOBaTh B JUCKYCCHUH, BBICTYIIUTh C CAMOCTOSITENBHO MOATOTOBIEHHBIM MaTEpUaIoM,
MOArOTOBUTH pedepar;

- Ha MPaKTUYECKOM 3aHITHM CaMOCTOSITENbHAasg padoTa 3aKIHOYaeTCsl B PEIICHUU
3a/1a4, MPELIOKEHHBIX B KAYECTBE JONOJIHUTEIBHOIO 3aJaHUs, BBIIIOJIHEHUH TECTOBBIX
3aJlaHuH, yIpaKHEHUH, KOHTPOJIbHBIX PadoOT.



2. CamocmoamenvHas paboma 60 6HeayOUmMopHoe 8PemsL.

- HarMcanue pedeparoB, MPEACTABIAIONIMX COO0O0M CaMOCTOATENbHOE H3Y4EHHE U

KpaTKO€ M3JIOKEHUE COJEpPKAHUS Y4eOHOM U  JOTIOJHUTEIHLHOU
OTIPENEICHHON MpernogaBaTelieM Ui BIOpAHHOM CTYICHTOM TEME;

JUTEPATYpPbl MO

- 1IOAroToBKa JOIIOJHHUTCIBHBIX BOIIPOCOB K CCMHHAPY, HC BOIICAIIMX B

JIEKIIMOHHBIN MaTepua,

- BBITIOJIHCHHUC JOMAIIHUX KOHTPOJILHBIX pa60T, BKIIIOHAIOMINX TCCTOBBLIC 3adaHUA,

YIOPAXKHEHUS], 331a41 U TIp.;

- BBITIOJIHEHHUE 3aJ]aHUil TBOPUYECKOTO XapakTepa (HampuMmep, HamMCaHHUE SCCEe IO

KaKo#-Tn00 Mpo0OsIeMe, aHaIu3 MPaKTHIEeCKOU CUTYAIl|H, | TIp.).
CamocmosmenbHoe u3yyeHue OUCyun.iuHsl

Pa3znen, Tema y4eOHOIi 1M CHUILTHHBI, BOMPOCHI /15
CAMOCTOATEILHOTO M3YYeHH I

dopma
KOHTPOJIA

Tema 1. I[lonamue unghopmayuonuol dezonacHocmu u 3auWuyeHHOU
cucmemvl

1. ChopmynupoBarh  OCHOBHBIE  TOHSITHS  HWH(POPMAIMOHHOM
0€30MacHOCTH.

2. TlepeunciuTh 1 OXapaKTepPU30BaTh CIyIaliHBIC YTPO3HL.

3. JlaTp 001Iyr0 XapaKTepHUCTUKY TPETHAMEPEHHBIX YTPO3.

4. Omnpenenutb OCOOCHHOCTH HECAHKIIMOHHMPOBAHHOTO JIOCTyHa K
uH(pOpMaIIH.

5. TlepeuncnuTh BUIBI BO3MOXKHBIX HapyIIeHWA HWH()OPMAITMOHHON
CHUCTEMBI.

6. CocTaBuTh TepeueHb TpeOOBaHMI OE30TIACHOCTH, OTOOPAKEHHBIX
B KpaTKoi crienu(puKaluy B COCTaBe 33JaHus 10 O€30MaCHOCTH.

7. TlpowmsBecTu OIEHKY co3JaHus OoJiee Oe30macHBIX MPOayKTOB UT
10 HAIIPaBJICHHUSIM.

8. Ha3Barb 0COOEHHOCTHM TakOro BHJA YIpo3 Kak BpPEIMUTEIbCKUE
nporpammbl. OxapakTepu30BaTb OCOOEHHOCTH yrpo3 Oe30MacHOCTU
uH(GOPMAINH, CBSI3aHHBIX C HECAHKIIMOHMPOBAHHOW MOJU(UKAIIUCH
ctpykryp KC.

Tema 2. OcHo6Hble NONOJCEHUS Meopuu  UHGOPMAYUOHHOU
bezonacHocmu UHGOPMAYUOHHBIX CUCTIEM.

1. 3HaTh OCHOBHBIC TIOJIOKECHHSI TEOpHH  HMH(DOPMAIIMOHHOM
0e301acHOCTH HH(GOPMAIIMOHHBIX CUCTEM.

2. Jlatp xnaccudukaiuio BUIOB U CBOMCTB BUPYCOB.

3. Umetp mpencraBieHus O BPEOUTENLCKUX TMpoTrpaMMax W UX
OCOOCHHOCTSIX.

4. 3HaTh TEXHMYECKHME U TMPOrPaMMHBIE CIIOCOOBI 3allUTHI OT
BHUPYCOB.

5. IlepeyuciuTh  OCHOBHBIE THUIBI  MOJUTUKKM  OE30MAacHOCTHU
YIPaBIICHUSI JOCTYIIOM K JTaHHBIM.

6. IlepeunciuTh BUIBI BO3MOXHBIX HapyHIeHUH WHGOPMAIMOHHOM
CUCTEMBI.

7. Nmertn MIPEJICTABIICHUE 00 0COOEHHOCTIX 3aINTHI

YcTHBII OnIpoc,
TOKJIa,
cobecenoBaHue,
KOHTPOJIbHAS
paboTta
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HH()OPMAIHOHHBIX CUCTEM.

8. 3HaTh OCHOBHbIC HOPMATHMBHBIC PYKOBOASAIINE JOKYMEHTHI,
KaCaroUIMecs: TOCYIapCTBEHHOW TalHbl W HOPMATHUBHO-CIIPABOYHBIC
JTIOKyMEHTBI. CUCTEMBI C 3aKPBITHIM U OTKPBITHIM KITFOUOM.

Tema 3. Obwee npedcmasieHue o0 CmMpyKmype 3auULEHHOl
UHGDOPMAYUOHHOU cUCmeMbL.

1. ChopmynupoBarh NPUHIUIBI TOCTPOEHUS KOMIUIEKCHBIX CUCTEM
3aImuUThl HHOOPMAITUH.

2. TlpoBecTu aHanmM3 KOHIEOIMH co3anus 3amuiieHHbIX KC.

3. Ha3zBarp Buabl M CcHOCOOBI 3alUTHl OT HECAHKIIMOHUPOBAHHOTO
MIPOHUKHOBEHHUSI B CHCTEMY.

4. TIporpammHOe 00eCTIeUeHUS 3aIUTHl KOMIBIOTEPHBIX CUCTEM.

5. llatb ompeneneHuss UWASHTHUPUKAIMK W ayTeHTU(UKALUUA U
pa3JIMYHBIE BUJIbI CXEM ayTEHTU(DUKAIIUU.

6. 3HaTh MEXaHW3MBI JIOCTYyMA JAHHBIX B OTIEPAIMOHHBIX CUCTEMaX,
cucTeMax yrnpaBlieHUs 0a3amMu JaHHBIX.

7. CriocoObl 3amMThl JaHHBIX ¥ CEPBHCOB OT BO3ACHCTBHSA
BPEJIOHOCHBIX MPOTPAMM.

8. Metob! u cpencTa mmMdpoBaHus U 1eIU(POBKH.

9. KoaupoBanusi 1 cpeAcTBa 3alUThI PU MU(PPOBAHUH JAHHBIX.

10. Ucnionp30BaHuE 3aIUIIEHHBIX KOMITBIOTEPHBIX CUCTEM.

11.JIate omnpeneneHue NoJUTUKU OE30MacHOCTH.

12.3HaTh OCHOBHBIC ATAbl Pa3pad0TKH 3aIUIICHHON CUCTEMBI.

Tema 4. Ponb cmanoapmos uH@dopMayuoHHOU 6e30NnacHOCU.

1. VYpanennelii goctyn K (Qaiiiam,  3allUIIEHHBIM  IyTEM
Kpunrorpapumu.

2. Meroauka 3aiuThl KOMIBIOTEPHBIX CUCTEM.

3. OcHOBHBIE TEXHOJIOTUU TIOCTpoeHus 3anmiieHHbIx DUC.

4. CdopmymupoBarh 0a30Bbie TpeOOBaHUS 0€30MACHOCTH W UX
CTPYKTYPY, GYHKIIMOHAIbHBIC TPEOOBAHMS B TPEOOBAHMS IOBEPHSL.

5. Umerpb  mpenctaBieHue 0 MEXKAYHApOJHBIX  CTaHAapTax
MH(GOPMAIIMOHHON 0€30IaCHOCTM U PYKOBOJAILIMX JOKYMEHTaX
['octexxkomuccuu Poccun.

6. Co3marh KimaccupUKAINIO TIOKa3aTesIe 3alMIIeHHOCTH CPEICTB

7. BeruncimrTenbHOM TexHuku ot HC/I.

8. IlpeactaButh B BuAe TaOJMIBI KJIACCHI  3aUIMIIEHHOCTH
ABTOMAaTH3UPOBAHHBIX CUCTEM.

9. OcHoBHbIE M0JI0KEHNUS EMUHBIX KpUTEpHEB.

10. Konuenuust ”HPOpMaIMOHHOM 0€3011aCHOCTH.

11.Opranuzanuys GyHKIUOHUPOBAHUS KOMIUIEKCHBIX CUCTEM 3aLIUTHI
nHOpMaIHH.

12. lndopmanironHast 6€301macHOCTh SKOHOMHUYECKHUX CHCTEM.
13.Onpenenuth 0COOEHHOCTH CepTU(UKAIUM U CTaHIAPTU3ALUU
KpUNTOTPAPUUECKUX YCIIYT.
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IIpumepHbie TeMbl pedepaToB

1. IloaroToBKa KOHIENIINH MHGOPMAITHOHHOM O€30TTaCHOCTH (DUPMBL.

2. CoziaHre HOpMAaTUBHO-TIPABOBBIX JOKYMEHTOB JIE€ATEIbHOCTH (PUPMbI Ha Oaze
POCCHICKOTO 3aKOHOJATENbCTBA B cpepe NH(OPMALIMOHHOTO MpaBa.

3.IloaroToBKa oOmMUCaHWS OXpaHAEMOW HH(POPMAIMH, «IOPTPETa» HAPYIIUTENS,
MOJIETM YTPO3, TW3aliH MOJE HHPOPMAITMOHHOH 0€301MacHOCTH.

4Tapantuss  pa3pabOTKU  MapaMeTpOB  3aIIMUICHHOCTH
HH(GOPMAITHOHHBIX PECYPCOB KOMITAHHH.

5. Pa3paboTka cTpaTerndeckou u TakTHdecKuX nmoutuk b dupmer.

6. 'apanTus MOJArOTOBKKM HOPMATUBHOTO JIOKYMEHTA (CTaHAapTa MpeAnpUsITHs) JJIst
BBEJICHUS B JeUCTBUE MOJUTUK Ub.

7. TapanTusi omucaHus CTPYKTypbl HWH(OPMAIIMOHHBIX PHUCKOB, CHHTE3 MOJEIH
OIICHKH PHCKOB.

8. I'apantusi  cocTtaBleHUs
WH(GOPMAITMOHHBIX PHCKOB.

9. I'apanTus 0030pa MPOTPAMMHBIX MPOAYKTOB JIJII CHIDKEHUS WH(MOPM AIMOHHBIX
PHCKOB.

10.T'apanTust opMuUpOBaHMSI OMOPHOM CHUCTEMBI CTAaHAAPTOB JUIA pealn3aliu
KOMIUTIEKCHOU cuctemsl Vb mpennpustus.

11.Tapantus BbIOOpa W BHEAPEHUS CPEACTB KPUNTOTpahUUECKOW 3 alluThl
nHDOpManum.

12. T'apantusi GopMUpOBaHUSI MPOrPaMMHO-ANNAPATHBIX U TEXHUUYECKUX CPEJCTB
3amUThl MH(POPMAIIMOHHBIX PECYpPCOB OT BHENMIHHMX (BHYTPEHHHMX) aTaKk W BHUPYCHOU
OTIACHOCTH.

13.TlocTpoeHre KOMITTICKCHOW CHCTEMBI HH(POPMAIIMOHHOM 3 aIlUTHI.

7. ®OHA OLEHOYHBLIX CPEACTB JIsd  NPOBEJIEHUSA
MPOMEXYTOUYHOM ATTECTAIIMUA OBYYAIOUIUXCS MO JUCIHUATIIVHE
MOAYJIIO)

7.1. IlepeyeHb KOMIETEHUMH ¢ YKa3aHHeM 3JTanoB HX (opMUpOBaHUS B
npouecce 0CBOCHU AUCIHILTMHbI

NporpaMMHBIX U

CIMCKAa  MEpPONPUATAA IS YMEHbUICHUA

Ne Tembl AMCIUNIIHHBI Kovmerenuuu | OuneHo4Hbie
n/n (kop) cpeacTsa
1 | Tema 1. [lonsitnue  unpopmaumonno DK-12, TIK-10 | Ycrasiii omnpoc,
0€30MacHOCTH ¥ 3alUIICHHOMN CUCTEMBI cobecenoBaHus,
2 | Tema 2. OcuHoBable mosoxkenus Tteopuu | OK-12, [IK-10 | KoHTpOJILHAS
nHOOPMAIHOHHO N 0€30TacHOCTH paboTta
UHGOPMAITHOHHBIX CHCTEM
3 | Tema 3. O6uiee npeacrasienue o ctpykrype | OK-12, I1K-10
3aIUIIEHHON MH(POPMAIMOHHON CUCTEMBbI
4 | Tema 4. Pomp ctanmaptoB mHpopmarmonsoit | OK-12, TIK-10
0€30MacHOCTH
[TpoMexyTOUHBII KOHTPOJIb 3auer
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7.2. lloka3zaTeau W KpUTEPHH OIECHUBAHHWSI KOMIETEHIUIl (3HATh, YMETh,
BJIQJIETh; OCBOEHO, YaCTUIHO OCBOEHO, HE OCBOCHO)

7.3. IlpumepHble (TUMOBBIC) KOHTPOJIBbHBIC 3aJaHMS WJIH HHbIE MaTepHAJIbI
JJISI IPOBeeHU S MPOMEKYTOYHOM aTrecTaluu

Bomnpocs! 17151 TeKylIEro KOHTPOJIsl ycIieBaeMOCTH
ITonsiTue yrpo3ni?
Buipl MpOTHBHUKOB WITH «HAPYIIATEIECH ?
Bupl BO3MOXKHBIX HapylIeHUH HHPOPMAITUOHHON CUCTEMBI?
Anamu3s yrpo3 uHpOopMaroHHON 6e30macHOCTH?
Knaccudukammuss BumoB  yrpo3  uHOOPMANMOHHON  OE30MacCHOCTH  TIO
Pa3IMYHBIM TPU3HAKAM.

6. CsoiicTBa nHpOpMaIUK: KOHPUIESHINATBHOCTb, IOCTYITHOCTh, HENOCTHOCTh?

7. Yrpo3a  packpblTusi  [apaMeTpOB  CHUCTEMBI,  yrpo3a  HapyIEHUs
KOH(UACHIMATBHOCTH, Yrp0O3a HAPYILIEHUS IEJIOCTHOCTH, YTpO3a O0TKa3za CIyx0?

8. ITlonsatue yrpo3bi?

9. Buabl NpOTUBHUKOB WIN «HAPYIIHUTENEH?

10. Buzipl BO3MOXKHBIX HapyIIeHU HHHOPMAIIMOHHON CUCTEMBI?

11. Aramm3 yrpo3 uHpOpMaIMOHHONW 0€30TTacHOCTH?

12. Knaccudukanuss BUAOB  yrpo3  HMH(POPMALMOHHON  0€30MacHOCTH 1O
Pa3MYHBIM IPU3HAKAM.

13. CBoiicTBa nHpOpMaNnK : KOHPUICHINATHHOCTD, JOCTYITHOCTD, 1IEJI0CTHOCTh?

14.Yrpo3a  packpbITHsi ~ MapaMeTpoOB  CHCTEMbI,  yrpo3a  HapyIICHHUs
KOH(UIEHIIM ATTbHOCTH, YTPO3a HapyLIEHUS LIEJIOCTHOCTH, YIP0O3a OTKa3a CIyk0 ?

15. IIpumepsl peanu3zauuu yrpo3 HHPOPMALMOHHOK 0€301MacHOCTH?

16. 3amuTa nabDOpMaIH?

17.OcHOBHbIE TPUHIUIB OOecreueHus HHPOPMAIMOHHONW OE€30MacHOCTH B
ABTOMAaTH3WPOBAHHBIX CUCTEMaX?

18. [IpuuuHBL, BUIBI ¥ KaHAIBI YTEYKUA WHGOpMAIn?

19. OcHoBHBIE MOJIOKEHUS TeOpuu  MH(OOPMAIIMOHHOM 0€30IacHOCTH
MH(POPMAITUOHHBIX CUCTEM ?

20. DopmanibHble  MOJenM  O€30MacHOCTH WX 3HAUYCHUE Ui TOCTPOCHUS
3AIUIIEHHBIX THPOPMAITHOHHBIX CUCTEM?

21.TlonsTie AOCTYIA K JAHHBIM U MOHHUTOpA 0€301MacHOCTH?

22. DyHKIIMM MOHUTOPA 0€30TaCHOCTH?

23.TloHsiTHe MOMUTUKU O€30TTaCHOCTH UH(POPMAITMOHHBIX CUCTEM ?

24. Pa3paboTka U peam3anus MOJUTUKN O€301MacHOCTH?

25. YrpaBieHne JOCTYIOM K TaHHBIM?

26. OCHOBHbIE THUIBI TOJIMTUKA OE30MACHOCTH YIPABIEHHSI JOCTYNOM K JaHHBIM:
JTUCKPEIIMOHHAS M MaHJaTHAs TIOJIMTUKA 0€3011acHOCTH?

27. AHan3 croco0oB HapyIIeHUH 6e30macHoCTr?

28. TakcoHOMHs HapymeHUH HH(POPMAIMOHHONW OE30TaCHOCTH BBIYUCIUTEIIHLHOM
CHUCTEMBI U MPUIHUHBI, 00YCIIaBIMBAIOIIME UX CYIIECTBOBaHUE?

29. Meto bl kpurirorpadun?

30. CpenctBa kpuntorpaduyeckoit 3ammtsl nHpopmanuu (CK3M1)?

s
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31. Kpunrorpaduueckue nmpeodpazoBanms?

32. llIndpoBanne u nemmdpoBanre nHOOpMaIUN?

33. Ilpuuunel HapyieHus O0e3onacHocTy HGopMmalu npu ee odpadorke CK31?

34.Vcrionb30BaHne  KpUNTOTpapUUECKUX  CPEICTB  JUId  peIleHus  3ajad
uaeHTU(UKAIKS U ayTeHTUUKAIHS ?

35. Dnexktponnas uudposas noanuchk (DI, npunumner ee QopMupoBaHUS U
VCIIOJIb30BAHUS ?

36.TloaTBEepKIEeHNE TOMIMHHOCTH OOBEKTOB U CYOBEKTOB HH(POPMAIIMOHHON
CUCTEMBI?

37.KoHTpob 3a MeT0CTHOCThIO HH(POpMAITIH?

38. Xour-QyHKIMHU, TPUHIUNBL UCIOIB30BaHUS X3MI-QYHKIUN 111 oOecredeHus
LEIOCTHOCTH JAHHBIX?

39. O0mee npencTaBiIeHUE O CTPYKTYPE 3alUIIEHHON HH(DOPMAITMOHHOW CHCTEMBI?

40.0co6eHHOCTH COBPEMEHHBIX MH(GOPMAIMOHHBIX CHCTEM, (PaKTOPBI, BIMSIOIIME
Ha 0€30MacHOCTh UHPOPMATUOHHOMN CUCTEMBI?

41.Tlonsite nH(OPMALIMOHHOTO cepBUCa 0€30MaCHOCTH?

42. Bunipl cepBHCOB 0€30IMacHOCTH?

43. Unentudukanus u ayTeHTUPUKAIS ?

44. TlaponbHble CXeMbl ayTeHTUPUKAITUH?

45. CuUMMeTpHUYHbIE CXEMbI ayTeHTH(PHUKALIUU CyOBeKTa?

46. HecummeTpudHBIE CXEMbI ayTeHTH(UKAINH (C OTKPBITHIM KIFOYOM)?

47. AyreHTr (hUKaIUs C TPEThel ToBepeHHOM cTopoHOH (cxema Kerberos)?

48. TokeHbl, cMapT-KapThl, UX MPUMEHEHHE?

49.Vicnonb3oBaHue ~ OMOMETpUYECKMX  JAHHBIX  NpU  ayTeHTU(HUKAIMU
II0JIb30BaTENEH?

50. CepBucCHI ynpaBjeHHs JOCTYIOM?

51.Mexanu3Mbl JOCTyNa JaHHBIX B ONEPAIMOHHBIX CHCTEMaxX, CHCTeMax
yIpaBjeHus: 6a3aMu JaHHbBIX?

52.PoieBas MozieIb YIIpaBJICHUS TOCTYIIOM?

53. [IpoToKOJIMpPOBAHUE U AYUT?

54.3anauu u QpyHKUIMU ayauTa?

55. CTpyKTypa )KypHaJIOB ayiura?

56. AKTUBHBIN ayauT, METOJbI aKTUBHOTO ayauTa?

57.006ecrieueHue 3alMUThl KOPTOPATUBHOM HMH(OPMAIIMOHHON Cpelbl OT aTak Ha
UH(POPMAITMOHHBIE CEPBUCHI?

58.3anmmra HMuTepHeT-moAKIIOYeHUH, (YHKIMM U Ha3HAYEHHE MEXKCETEBBIX
AKpaHOB?

59. IlonsaTue neMuIMTapu30BaHHON 30 HbI?

60. Buptyansueie wactHeie cetn (VPNe), WX Ha3HaueHHWE W WCTOJH30BAHUC B
KOPIOPAaTUBHBIX MH()OPMAITUOHHBIX CUCTEMAX?

61.3anmTa JaHHBIX U CEPBUCOB OT BO3/ICUCTBUS BPEIOHOCHBIX MPOTpaMm?

62. Bupychbl, TpOSTHCKHE MPOrpaMmmbl ?

63. AHTUBHPYCHOE MPOTPAMMHOE o0ecTieueHue?

64. 3ammTa CHCTEMBI AIEKTPOHHOM TTOYTHI?

65. Cniam, 60prba co criamom?
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66. Mcriop30BaHKe 3alUILICHHBIX KOMITBIOTEPHBIX CUCTEM?

67. O01Ire IpUHITUIIBI TOCTPOCSHUS 3aAITUIIICHHBIX CUCTEM?

68. Mepapxudeckuii MeTo ] pa3pabOTKX 3alTUIIICHHBIX CUCTEM?

69. CTpyKTypHBIN IPUHITHIT?

70. ITpuHIMI MOTYIHHOTO TPOTPAMMHPOBAHUS?

/1. ViccnenoBanue KOPPEKTHOCTHU peanu3anuu u BepudUKaIUU
aBTOMAaTH3WPOBAHHBIX CUCTEM?

72. Cneuudukaiys TpeOoBaHUM MPEIbIBIIEMbIX K cUCTEME?

/3. OCHOBHBIE 3TaIbl pa3padOTKHU 3aIUICHHONW CHCTEMBI: TPOEKTUPOBAHUE MOIEITH
NC, pazpabotka xkomga UC.

74.Ponb cTaHnapToB UH(POpMAILIMOHHOM O€30TIacCHOCTH?

75. KBanmnpukaumoHHbIN aHanu3 ypoBHs 0€301acHOCTH?

76. Kputepun 0€30MacHOCTH KOMITBIOTEPHBIX CHUCTEM MHHHCTEPCTBA OOOPOHBI
CHIA (“OpamxeBast kaura™)?

/7.ba3zoBble TpeOoBaHUs 0€30MaCHOCTU: TPEOOBAHUS MOJUTHKU OE€30MacHOCTH,
TpeOOBaHUs MOJIOTYETHOCTH (ayuTa), TPEOOBAHUS KOPPEKTHOCTHU?

78. Kiacchl 3alUIeHHOCTH KOMITBIOTEPHBIX CUCTEM?

79. Unrepnperanus u pasButue Kpurepuen 6e3omacnoctu?

80. Ctpykrtypa TpeboBaHuii 6e30macHoCTU?

81. OCHOBHBIE MOJOKEHUSI KOHIICTINH 3aIUThl CPEACTB BHIYUCIUTEIbHONU TEXHUKU
oT HecaHkroHUpoBanHoro noctyna (HC/I) x nndopmanun?

82.IlokazaTenu 3aluMIIEHHOCTH CPEACTB BRIYUCIUTENbHOM TexHuku oT HCJ1?

83. Kiaccel 3alMIleHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM?

84. MexxyHapo1Hble CTaHIapThl HH(OPMALIMOHHOM Oe30macHoCTH?

85. Cranmapt ISO/IEC 15408 «Kputepuu orieHKH 0e30macHOCTH HHGOPMAIIHOHHBIX
TexXHOJIOTHID» («EquHbIe KpuTepumn»)?

86. OcHoBHbIEe TOJI0keHus: ExuHbix kputepuen?

87. dyHkimoHaIbHbIE TPEOOBaHMS U TpeOOBAHUS T1OBEPHsI?

88. Ilonstue [Tpodwumns 3ammTe! u [IpoekTa 3ammTh?

89.OcHOBHBIE =~ HOpPMAaTUBHBIE  PYKOBOJAIIME  JOKYMEHTBHI,  Kacarolecs
rOCy/1apCTBEHHOU TaliHbI, HOPMATUBHO-CTIPABOYHBIC IOKYMEHTHI?

90. Haznauenue u 3amgaun B cepe obecrieueHns MHPOPMAIIMOHHOW O€30MMacHOCTH
Ha ypOBHE rocyiapcTna’?

91. OcobGeHHOCTH cepTU(DUKAITIN U CTAaHIAPTU3AIUN KPUTITOTPAPUIECKUX YCITYT?

92.3akoHonatenbHas 0aza HHPOPMAIMOHHOM O€30MMacHOCTH?

93.Mecto  mHpOpMaMOHHONW  0€30MacHOCTH  IKOHOMHYECKHMX  CHUCTEM B
HAIIMOHAJILHOM 0€30TTaCHOCTH CTPaHBI?

94. Konuenust ”HPOpMAITMOHHON 6€301acHOCTH?

Bomnpocs! au1st py0esKHOro KOHTPOJIS yCIeBaeMOCTH

1. Kakue ¢usnueckue mpolecchl JieKaT B OCHOBE TOSIBICHUS TMOOOYHBIX
AIIEKTPOMArHUTHBIX W3JTYYE€HUN 1 HaBOJAOK?

2. OxapakTepu3yiTe 0COOEHHOCTH Yrpo3 0e30TacHOCTH MH(POPMAITUH, CBI3aHHBIX
C HEeCaHKIMOHMpOoBaHHOW Moaudukanuen ctpyktyp KC.

3. IlpomeMoHCTpupyiiTe Ha MpuUMepax OCOOEHHOCTH TakOTO BHAA YIrpo3 Kak
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BPENUTENBCKUE MIPOTPAMMBL.

4, TlpencraBbTe KJ1acCU(UKAITHIO BUJIOB BO3MOYKHBIX

MH(GOPMAIMOHHOM CUCTEMBIL.
5. 3ammTa HH(OOPMALIMOHHBIX CUCTEM.

6. Kputepun o1ieHKH MPOIIECCOB MPOEKTUPOBAHUS U TIPABOBOM Oa3bl.
7. OcobenHocT TpeOOBaHUN  0OE30MACHOCTH, OTOOPAKEHHBIX

crienuUKAIUU B COCTABE 3aJaHUs 110 OC30TMaCHOCTH.
8. Mogenb pazpabotku OO.

HapyIICHU I

B  Kparkou

9. Ormenka co3nanus 6osee 6e3omacHbIX poaykToB T mo HampaBieHUsIM.

10.TlonsiTHS O BUIaX BUPYCOB.

11. CBOMCTBO BHUPYCOB.

12. BpenurenscKue nporpamMmmel.

13. CriocoOb1 3ammmra OT BUPYCOB TEXHUYECKHE.

14. CriocoO#b1 3ammmra OT BUPYCOB TPOrPaMMHBIE.

15. Buia BO3MO>KHBIX HapyIIeHH HH(HOPMAIIMOHHON CUCTEMBI.
16. 3ammTa nHGOPMALMOHHBIX CUCTEM.

17.OcHOBHbIE =~ HOpPMATUBHBIE  PYKOBOJSIIME  JIOKYMEHTHI,

roCy1apCTBEHHOW TalHBbI.
18. HopmaTuBHO-CIIpaBOYHBIE TOKYMEHTHL
19. CucTeMsl ¢ 3aKpBITHIM U OTKPBITHIM KITFOUOM.

20.OCHOBHbIE =~ HOPMATHMBHBIE  PYKOBOJSIIME  JOKYMEHTHI,

rOCYJAapCTBEHHOM TAMHBI.
21. HopMaTuBHO-CIIPAaBOYHBIE JJOKYMEHTHL
22.TlocTpoeHre KOMIUIEKCHBIX CUCTEM 3alUThl HH(POpMaIuu.
23. Konuemnmus co3manus 3ammmesabix KC.
24.Bujbl 1 cIoCOOBI 3aIIUTHI OT TPOHUKHOBEHUS B CUCTEMY.
25. TIporpaMMHOE 0OeCTICUCHHE 3aIUThI KOMITBIOTEPHBIX CHCTEM.
26. Mopenu 6e30TacHOCTH ¥ X TIPUMEHEHHE.
27.Monenu 6€30TTacHOCTH M MX TIPUMEHEHHE.

28. MeTo b1 31 Thl THPOPMAIIUH, C UCTIOJIb30BaHUEM TojioTpaduu.

29. Metoibl U cpeacTBa mMppoBaHus U Aemn(pPOBKU.
30. KogupoBanus 1 cpencTBa 3auThl MPH MUGPOBAHUN TaHHBIX.
31. Micrionp30BaHME 3aIUILEHHBIX KOMIIBIOTEPHBIX CUCTEM.

32. Y naneHHbli JOCTYN K KpUNTOrpaduyecKu 3alllMIICHHbIM (aiiiam.

33. Meroauka 3auThl KOMITBIOTEPHBIX CUCTEM.

34. OcHOBHBIE TEXHOJIOTUH NOCTpOoeHus 3amuineHHbx DVC.
35. Konmnenius nHbOpMaImoOHHOM O€30TTaCHOCTH.

36. OCHOBHBIE TEXHOJIOTHH MOCTPOeHUS 3amuineHHbix JVC.
37. Koneriust n”HGOpMaIMOHHOH 0€30MTaCHOCTH.

KacaroIuecs

KacCaroIHecs

38. Opraamu3anus (YHKIIMOHHUPOBAHUS KOMILJIEKCHBIX CUCTEM 3alIUTHI

uH(bOpPMAaIIH.
39. UndopmanmonHasi 6€301acHOCTh YKOHOMHUYECKUX CHCTEM.
40. OCHOBHBI€ TIOJIOKEHHUS HAITUOHATLHOM O€301MaCHOCTH CTPaHBL.
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7.4. llepeyeHb BONPOCOB K 3a4€Ty

1. CepBucHI 6€30TIaCHOCTH.

2. ndopmarnmonnas 6esonacHocTs B IHTEpHETE.

3. Konuenius nHhopMaoHHOW BOMHBI.

4. Tlognenka naHGOpManmu. KoMmbroTepHBIE NP €CTYIUICHHUS.
5. Yrpo3bl KOMIIBIOTEPHOM O€30MMaCHOCTH.

6. [Tomutuka nHGopMaMOHHON 0€30MACHOCTH.

/. CeteBbl€ acNeKThl THPOPMALIMOHHOW 0€30MaCHOCTH.

8. KitaBuatypHbIe IIITHOHBL

9. Pe3epBHOE KOMUPOBAHUE TAHHBIX.

10. Buapl nHPOpMAIIMOHHBIX MOCATATENHCTB.

11. YcTpoiicTBa MpOTUBOAEHCTBUS CheMy JaHHBIX. CKpeMOephl.
12. KomrekcHas cucteMa nH(popMaIrmoHHOH 0€30TIaCHOCTH.
13.Pabora ¢ koH(bUaACHITHATHFHOW HH(POPMAITHEH.
14.Meto il o6ecriedenust THGOPMaIMOHHOM 0€30TTaCHOCTH.
15.06ecnieuenue 3auMThl THPOPMALIUOHHBIX CUCTEM.

16. OpranuzaiioHHBIC MEPHI 3aIUTH HHPOPMAITUH.

17. AnmapaTHble cpecTBa 3aluThl HHOOPMAIUH.
18.1lporpaMmMHbI€ cpeACTBa 3aIMTHl HHPOPMALIKH.

19. CriocoOb1 nieHTUhUKAIIIY JTAIHOCTH TI0JIK30BaTENICH.
20.IToBpIIeHNE YPOBHS KOHTPOJIA 32 TIOCATATEILCTBAMH.
21. Ayrentudukanusi B ”HPOPMAIMOHHBIX CUCTEMAX.
22.be30nacHoCTh HH()OPMAITMOHHBIX PECYPCOB.
23.Knaccudukanus Hapymenuit Ub undgopmanuonnsix cuctem (HC).
24. Ananu3 HapyieHui nHQOpMaMOHHOK 0€30TTaCHOCTH.
25.OcHOBHbIE TTpUEMBI TIOCTpOoeHus 3ammiieHHbx UC.
26.11b B ycnoBusix rjio0aabHBIX CETEH.

27.YcTpoiicTBa 3aIMTHl IOMEIIEHUH OT MPOCTYIIMBAHUS.
28.OCHOBHBIC BH/IbI 3aKJIQTHBIX YCTPOUCTB.
29.TenedoHHbIE U KOMITBIOTEPHbBIE 3AKJIAIKH.
30.IIpoBoiHBIE YyCTPOMCTBA MPOTUBOICHCTBHUSL.
31.3akoHo1aTeNbHBIE aKThI 10 3aIuTe HHPOpMAaITUH.

7.5. MeToauyeckue MaTepHaJibl, ONpeAe/sAIONMe TPoUeAYPy OLEHUBAHUS
3HAHMM, YMEHHU I, HABBIKOB U (WJIH) ONbITA AEATEIbHOCTH, XaPAKTEPU3YIOLIUX ITANbI
¢hopmupoBaHus KOMIIe TE HIIM I

3HaHUsA, YMEHUs, HaBbIKUA CTYJEHTA Ha 3a4€TE OLEHUBAIOTCS OLIEHKAMU: «3a4TEHOY,
«HE 3a4TEHOY.

OCHOBOM 711 ONpENENeHHUs OLEHKA CIYXUT YPOBEHb YCBOEHHS CTYAEHTaMHU
Marepuaa, IpeayCMOTPEHHOTO TAaHHOW pabodeii mporpaMMoi

OueHnBaHue CTYyJ€HTA HA 3a4eTe M0 JUCHUILINHE (MOTYJIIO)

Ouenka 3a4era TpedoBaHust K 3HAHUAM

(cTanmapTHas)

«3a4TEHO» OuneHka «3a4TEHO» BBICTABISIETCA CTYIEHTY, €CIM OH
(«KOMHeTeHHI/II/I TBCPAO 3HACT MATCpHall, TI'PaMOTHO HW II0 CYIICCTBY
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OCBOCHBD») W3JIaraeT €ro, He JIOMYyCKasd CYIIECTBEHHBIX HETOYHOCTEU B
OTBETE Ha BOMPOC, MPABUILHO NMPHUMEHSIET TEOPETUYECKHE
MOJIOKEHUSI TPU PEUICHUM NpPaKTUUYECKUX BOMPOCOB U
3a/1a4, BJaJIeeT HEOOXOUMbIMU HaBbIKAMU U TIPUEMaMU UX
BBITIOJTHEHUS.

OreHKa «HE 3aUTEHOY» BBICTABISIETCS CTYICHTY, KOTOPBIH
HE 3HAeT 3HAYMTEIBHOW YacTH MPOTPaMMHOTO MaTepHaa,
JOTyCKAaeT CYIIECTBEHHBIC OIMMOKH, HEYBEPEHHO, C
OOJILIIMMU  3aTPYAHEHUSIMU  BBITIOJNHSCT TPAKTHUECKUE
paboTel. Kak mpaBWiIO, OIlEHKAa «HE 3a4TCHO» CTaBUTCS
CTyJICHTaM, KOTOPbIE HE MOTYT TPOJOJDKUTh O0ydeHHE 0e3
JTOTIOJTHUTEIBHBIX ~ 3aHATAH 1O  COOTBETCTBYIOIICH
JTUCIIUTIINHE.

«HE 3a4TCHO»
(«xOMIICTEHIMH HE
OCBOCHBD»)

8. OCHOBHAS U JOHNOJIHUTEJIbHASI YUEBHASlT JIMTEPATYPA,

HEOBXOANMAM JIJIs1 OCBOEHUS JTUCIUIIVIMHBI (MOY JIS)
@) HOpMAmMUBHbLE NPABOBbIE AKMbL

Jloxtpuna uHbopMalmonHo# 6e3omacHocTr Poccuiickoit deneparnyu (yTBepIkieHa
9 cents6ps 2000 rona Ipesuaentom Poccuiickoit deneparun)

@enepanbubiii  3akoH  oT  27.07.2006 Ne 149-®3 «O6 wuHbpopmauy,
UHGOPMAITMOHHBIX TEXHOJIOTHAX U O 3aIIUTe HHPOPMAITUN»

3akoH P® ot 21.07.1993 Ne 5485-1 «O rocymapcTBEHHOU TailtHE»

OepnepanbHblil 3akoH 0T 29.07.2004 Ne 98-D3 «O kommepueckoil TaHe»

ISO 27000 - MexayHapoaHble CTaHAAPTHl YHOpaBieHUS WHGOPMAIIMOHHON
0€301acHOCTbIO.

I'OCT P® - Hamumonanpuble ctaHmapTel Poccuiickoit denepanum B 00jacTh
3aImuThl HHpOpMaIH

@) OCHOBHAs TUMepamypa

1. bapabanoa M.U., Kumses B.M. HNudopmarmoHHbIe TEXHOJOTHH: OTKPBITHIE
CHCTEMEBI, CETH, 0€30IIaCHOCThL B CHCTEMAax M CeTAX. YueOHoe mocodue.- CIIO, m3a-BO
CIIeI'yod, 2010. - 270 c.

2. lapteixa T.I1., TlonoB WM.U. Nudopmannonnas 6ezomacHocTs.- M.: ®DOPYM,
2010. - 432 c.

8) OONOIHUMENbHASL UM epamypa

1. I'anarenko B.A. OcHoBbl uHpOpManmoHHOM OezomacHocTH.- M.: UHTYUT,
2006, 208 c.

2. YepkacoB B.H. busnec u 6e3omacrocTh. KoMrmekcHpli moaxona. M.: Apmana-
mpecc, 2007. - 382 c.

9. PECYPCbl HH®OPMAIMOHHO-TEJEKOMMYHUKAIIMOHHOM
CETU «MHTEPHET», HEOBXO/IUMBIE JJIA OCBOEHUsA AUCHUIIVIMHDBI
MOAYJIA)

[Ipn w3yuyenunm aucuuiuivHbl «HMHpopManmoHHass O€30MACHOCTb» CTYAEHTaM
IIOJIE3HO M0JIb30BaThCs cieayrommmu MHTepHeT — pecypcamu:

- cTielMaIbHbIE TIPOrPaMMHBIE CPEACTBA MO 3almuTe WHpopMalmu s paboThl Ha
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KOMIIBIOTEPE.

- CpEeICTBO aHaNM3a ceTeBhIX ys3Bumoctei X-Spider (http //www.ptsecurity.ru)

- cpencTBo  omeHkH OezomacHocTH  Microsoft  Security  Assessment  Tool
(http://technet.microsoft.com)

- http://citforum.ru/security/

- http://dehack.ru/

- http://ispdn.ru/ www.itpc.ru

- http://itsecblog.ru/organizacionnaya-zashhita/

- http://Inf-bez.ru www.zki.infosec.ru/

- http://www.academy.fsb.ru/

- http://www.bezopasnik.org/

- http://www.i5027000.ru

10. METOAUYECKHUE VYKA3ZAHUA JJIsd OBYYAIOHIUXCA 11O
OCBOEHMUIO JTUCHUIVIMHBI (MO YJIA)

[IpucTtynas K M3y4EHUIO JIHUCUMUIUIMHBI, CTYJAEHTY HEOOXOAMMO O3HAKOMHUTHCS C
TEMaTUYECKUM ITUTAHOM 3aHSITHH, CIHCKOM PEKOMEHJOBAaHHOW Y4eOHOW IUTEepaTypbl.
Crnenyer ysICHUTh TIOCJEIOBATEILHOCTh BBITIOJIHEHUS WHAMBUAYaTbHBIX YYEOHBIX
3aJlaHui, 3aHECTH B CBOIO pabdOuyr0 TeTpagb TeMbl U CPOKH NPOBEICHUS CEMUHApPOB,
HanMCaHUs y4eOHbIX U TBOPUYECKUX PadOT.

IIpy M3y4eHnn TUCUUIUIMHBI CTYICHTHI BBINIOJIHAIOT CICAYIOIIMUE 3aJaHNs: U3y4arOT
PEKOMEH/IOBaHHYIO y4e€OHYI0 M Hay4dyHYIO JIMTeparypy; MUIIYT KOHTPOJIbHBIE PabOTHI,
rOTOBAT JOKJIaAbl M  COOOLIEHHS K TMPAKTUYECKUM  3aHSITHAM;  BBITOJHSIOT
CaMOCTOATENbHbIE TBOpYECKUE pPabOTHl, Y4YAaCTBYIOT B BBHINOJHEHUU MPAKTUYECKHUX
3aJIaHnH.

YpoBeHb u TyOMHA YCBOGHMS JUCIMIUIMHBI 3aBUCAT OT aKTUBHOW U
CHUCTEMATHUYECKOW paldOThl Ha JEKUMSIX, H3YYEHUs PEKOMEHIOBAHHON JMTEpaTyphl,
BBITIOJIHEHUS! KOHTPOJIbHBIX ITMCHMEHHBIX 3aaHUM.

Jlekimu - gopma y4yeOHOTO 3aHATHSA, LEJIb KOTOPOTO COCTOUT B PAaCCMOTPEHUU
TEOPETUYECKUX BOTPOCOB M3JIAraeMOM JUCIIMILTUHBI B JIOTUUECKH BhIIEPKAHHOM (opMe.

B cocTtaB yueOHO-METOAUYECKUX MAaTEPHUAIOB JIEKLIMOHHOTO Kypca BKIIFOUAKOTCS:

- yaeOHUKM U y4deOHbIe MOCOOUs, B TOM YHCJe pa3paboTaHHbBIE MPENoAaBaTe/IiMU
Kagenpbl, KOHCIEKThI (TEKCTbI, CXEMbl) JIEKIIMI B MEYaTHOM BUJE U /WU 3JIEKTPOHHOM
MPEACTABICHUN - AJIEKTPOHHBIN yueOHHUK, (ailsl C copepkaHueM MaTepuana, U3JaraeMoro
Ha JIEKUUSX, (ailsl ¢ pa3gaTOuHbIMU MaTepUaiaMu;

- TECThI U 33[1aHHUS 110 PA3JIMYHBIM TEMaM JISKIUi (pa3aenam yueOHOU JTUCIUITIUHBI)
JUIs1 CAMOKOHTPOJISI CTYZEHTOB;

- CIUCKH y4€0HOW JIUTepaTyphl, pEKOMEHIYeMON CTYJ€HTaM B KaueCTBE OCHOBHOM
Y JOMOJIHUTEIBHOM IO TeMaM JIEKIMH (110 COOTBETCTBYIOLIEH TUCITUIUIMHE).

[lpakTuyeckue 3aHATHS — OfHA W3 (OpPM Y4eOHOTO 3aHATHS, HANpaBlICHHAs Ha
pa3BUTHE CAMOCTOSATEILHOCTH Y4YalllUXCs M NPUOOpETEeHWEe YMEHMH U HaBBIKOB
IIPAKTUYECKOU AEATEIILHOCTH.

Ocobas (hopma NpaKTUUECKUX 3aHATHI — JadOpaToOpHbIE 3aHATHSA, HANpaBJICHHbIE
Ha SKCIEPUMEHTAJIbHOE MOJTBEPKACHUE TEOPETHMUYECKUX MOJIOKEHUH U (OpMUpPOBaHUE
yueOHbIX MU TpPO(ecCHOHAIBHBIX MpaKTHUYeCKHX yMmeHud. B mporecce maGopatopHoit


http://www.ptsecurity.ru/
http://technet.microsoft.com/
http://citforum.ru/security/cryptography/
http://dehack.ru/
http://ispdn.ru/
http://www.itpc.ru/
http://itsecblog.ru/organizacionnaya-zashhita/
http://nf-bez.ru/
http://www.zki.infosec.ru/
http://www.academy.fsb.ru/
http://www.bezopasnik.org/
http://www.iso27000.ru/
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pabOTBl CTYAEHTHI BBINOJHSAIOT OJHO WA HECKOJIBKO J1a0OpaTOpHBIX 33JaHUM, MO
PYKOBOJICTBOM TIPETOJaBaTeNsi B COOTBETCTBUU C HM3YYaeMbIM COJEp>KaHHUEM Y4eOHOTO
Marepuana.

CeMuHapbl — COCTaBHas 4acTh y4eOHOTO Mpoliecca, TpymnmnoBas (Gopma 3aHATUI
P aKTUBHOM y4acTUU CTYAEHTOB. CeMHHapbl CIOCOOCTBYIOT YIIyOJEHHOMY U3 YUEHUIO
HanOoJsIee CJIOKHBIX MPOOJIEM HAayKH W CIY)KaT OCHOBHOHW (hOpMOM TIOJBEIACHUS HTOTOB
CaMOCTOSITEIbHOW pPaboThl CTyAeHTOB. Ha ceMuHapax CTyAeHThl y4arcsi TPaMOTHO
u3JIaratb Npo0JeMbl, CBOOOIHO BBICKA3bIBaTh CBOM MBICIIM U CYXKIEHUS, PacCCMaTPUBAIOT
CUTYaIlii, CTIOCOOCTBYIOIIME Pa3BUTHIO MPO(ecCHOHATHHON KOMIETeHTHOCTU. Cremnyer
UMETh B BHAY, UTO TOJTrOTOBKAa K CEMHHApy 3aBUCUT OT (JOPMBI, MECTa MPOBEICHUS
CEMUHapa, KOHKPETHBIX 3aJaHuil U MOPYYEHHA. DTO MOXKET ObITh HAlKUCaHUE JOKJIaja,
acce, pedepara (C OCISTYIOUMM UX 00CYKIEHHUEM ), KOJUIOKBUY M.

Yueono-memoouueckue mamepuanvt npakmuyeckux (CeMUuHapcKux) 3aHAMUIL
6KIIIOUAIOM

A) Metoauueckue ykazaHus MO MOJTOTOBKE MPAKTUUECKUX/ CEMUHAPCKUX 3aHITHIH,
cozieprKaillue:

- TUTaH TIPOBEIEHUS 3aHATUN C YKa3aHHEM I10CJIeI0OBAaTEIbHOCTH pPacCMaTpruBaeMbIX
TEM 3aHATHI, 00beMa ayJUTOPHBIX YacOB, OTBOJMUMBIX JJIsi OCBOCHHS MaT€pUAIOB IO
KaXXJ 01 TEME;

- KpaTkue Teopernyeckue U YMM 1o Kakaou TeMe, NO3BOJIIOINIME CTYIECHTY
O3HAKOMUTBECSI C CYIIHOCTHIO BOIPOCOB, M3YYaeMbIX HA MPAKTHUYECKHUX/Ia0O0paTOPHBIX
CEMUHAPCKUX 3aHATHUSIX, CO CCbUIKAMH Ha JOMOJIHUTENbHbIE YMM, KOTOpbI€ MO3BOJISIIOT
U3Y4uTh 00Jiee rITyOOKO paccMaTpUBaeMbl€ BOTIPOCHI;

- BOIIPOCHL, BBIHOCUMBIE Ha OOCYXIIEHHE W CIIMCOK JIMTEPaTypbl C YKa3aHUEM
KOHKPETHBIX CTPaHMII, HEOOXOAUMBIN I IIeJICHANPABICHHONW PadOThl CTYAEHTA B XOJ€
NOATOTOBKM K CeMHUHapy (COHCOK JuTeparypbl OQOpMIISIETCSI B COOTBETCTBUU C
npaBujaMu OUOIMOTpapUUEeCcKoro OMUCaHus );

- TEKCTBl CHUTyallud JUIsl aHaiuW3a, 33JaHuid, 3aJa4 M T.IL, pacCMaTpUBAcMbIX Ha
3aHsATHIX. [IpakTudeckue 3aHSATHS PEKOMEHIYETCS TPOBOAUTh U C HCIOJB30BAHUEM
JICTIOBBIX CUTYaIHi 111 aHamm3a (case-study method).

b) Meroauueckue ykazaHusi [Jisl TpENojaBarened, BEAYUMX NpaKTHYeCKue/
CEMUHApCKUE 3aHATHA, OIPEIACIAIONME METOAUKY TMPOBEICHUS 3aHATHH, NOPSIOK
pelIeHus 3a1a4, NpejaracMbixX CTyIeHTaM, BApUAHTHI TeM pedepaToB U OpraHU3aIMI0 UX
00CYXIeHHs1, METOAUKY 0OCYK/I€HHUS JAEI0BbIX CUTyallUi [l aHAITU3A.

MeTtoauyecKkue yKa3aHHUs 10 OPraHU3ALUN CAMOCTOATEIbHOM PadoThI

CamocTtosiTenbHas paboTa CTYIEHTOB - CTHOCOO aKTUBHOTO, IIE€JI€HANPAaBICHHOTO
NpPUOOPETeHUs CTYJEHTOM HOBBIX JJIsl HETO 3HAaHWW M YMEHH 0e3 HermocpeACTBEHHOTO
ydacTus B 3TOM Ipoliecce mnpernojaBateneil. [loBbllieHre poiu caMOCTOSITEIbHON paboThI
CTYJIEHTOB IPY MPOBEACHUH Pa3IMIHBIX BUIOB YU€OHBIX 3aHITHI MPENIOJIaraer:

- ONITUMU3ALMI0 METOJI0B OOydeHMs, BHEAPEHHE B Y4eOHBIM MPOILIECC HOBBIX
TEXHOJIOTUH OOy4eHMsI, TOBBIIIAIONIMX POU3BOAUTEILHOCTh TpyJda IMpenojaBares,
aKTUBHOE MCIIOJIb30BaHUE HH(POPMAIIMOHHBIX TEXHOJOTUM, MO3BOJIAIONIMX CTYAEHTY B
yI0OHOE JI1 HETO BpEMS OCBaUBaTh y4€OHBIN MaTepua;

- IUPOKO€ BHEJPEHNE KOMITbIOTEPU3UPOBAHHOIO TECTUPOBAHMS;
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- COBEpIICHCTBOBAHUE  METOJIMKM  MPOBEACHUS  MPaKTUK W HAY4YHO-
HCCIIEIOBATEILCKON pabOThl CTY/ICHTOB, MOCKOJIBKY HMEHHO 3TH BHIBI YIEOHOW pabOTHI
CTYJICHTOB B TIEPBYI0 OUE€peIb TOTOBAT HUX K CAMOCTOSITEIIbHOMY BBITIOJHEHHUIO
npodeccroHaNbHBIX 33]1a4;

- MOJIGPHU3AIIMI0 CUCTEMBI KYypCOBOT'O W JHWIJIOMHOTO MPOEKTUPOBAHUS, KOTOpas
J0JDKHA TOBBIIIATE POJIb CTYJIEHTA B TIOJI00pE MaTepraia, MOUCKE MyTel pelieHus 3a/1ad.

[IpenmeTHO M coaepkKaTenbHO CaMOCTOATEIbHAsE paboTa CTYJEHTOB OINpENesieTcs
00pa3oBaTeIbHBIM  CTAHAAPTOM, pabdOYMMU [porpaMMamMu  Y4EOHBIX JHMCLMUIUIMH,
Co/Iep)KaHNEM YdeOHHUKOB, YI4ECOHBIX TIOCOOHMI M METOIUIECKHUX PYKOBOJCTB.

JIJis yCHenmHoro caMoCTOSTENIbHOTO M3YUYEHHUSI MaTepualia CeroIHs MCTIONb3YIOTCS
pa3iM4yHble CpeAcTBa OOy4YEHHUs, Cpeau KOTOpbIX 0co00€ MECTO 3aHUMAIOT
UH(POPMAIIMOHHBIE TEXHOJIOTMA PAa3HOTO YPOBHS W HANPAaBICHHOCTHU: DJIEKTPOHHBIE
y4€OHUKH U KYPChI JISKIIUN, 0a3bl TECTOBBIX 3aaHUM U 3a/1a4.

ONeKTpOHHBIM  Y4eOHHMK  TPEACTaBIsSeT CcO0OMl  MmporpaMMHOE  CPEACTBO,
MO3BOJISIIOLLEE MPEICTABUTh JUJISl W3Y4EHUS TEOPETHUUECKU MaTrepuai, OpraHu30BaTh
anpoOMpOBaHUE, TPEHAXK M CAMOCTOSITENIbHYI0 TBOPYECKYIO padoOTy, MOMOTaroIiee
CTyJIEHTaM U TPEMNoJaBaTelli0 OICHWTh YPOBEHb 3HAHWI B OMPEIEICHHON TeMaTuke, a
TaKXe Ccojieprkaliee HeOOXOAUMYIO CTIPABOUHYIO0 MHGOPMAIIHMIO. DJIEKTPOHHBIM Y4eOHHUK
MOYET UHTEIPUPOBATh B C€0€ BO3ZMOYKHOCTH PA3JMUHBIX MEAArOrH4eCKUX MPOrpaMMHbBIX
CPEICTB: O0YyJalolMX MpOrpamM, CHPaBOYHUKOB, y4eOHbIX 0a3 NaHHBIX, TPEHAKEPOB,
KOHTPOJHUPYIOLIIX MTPOTPaAMM.

JInst  yCHemHOM  OpraHu3alliid  CaMOCTOATEIBLHOW pPaboThl BCE  aKTUBHEE
NPUMEHSIOTCS. pPa3HOOOpa3Hble 00pa3oBaTElIbHBIE pecypchl B ceTu MHTEpHET: CUCTEMBbI
TECTUPOBAHUS 0 PA3IMUHBIM O0JIACTSIM, BUPTyaJbHbIE JIEKIIUHU, Ja0OpaTOpUHU, MPU ITOM
MOJIb30BATENIO JOCTATOYHO MMETh KOMIIBIOTEP W MOAKIIOUYeHHe K MHTepHeTy ans Toro,
YTOOBI CBS3AThCSI C MPEINOJaBaTesieM, PEIlaTh BbIYUCIUTENIbHBIE 3a/ladyd M MOJIydaThb
3HaHud. Vcnonb30BaHUE CETEl YCHUIIMBAET POJIb CAMOCTOSITENIbHOM pabOThl CTyAEHTAa U
MO3BOJISIET KapIMHAIBHBIM 00pa30M M3MEHUTh METOJUKY MpenojaBaHus. CTyIeHT MOXKET
MoJlydaTh BCE 3aJlaHUs M METOJAWYECKHE YKa3aHHs dYepe3 cepBep, 4YTO JaeT €My
BO3MOJKHOCTh TIPMBECTH B COOTBETCTBUE JIMUHBIE BO3MOKHOCTH C HEOOXOJMMBIMHU JJIsi
BBITIOJIHEHUSI paboT Tpyno3arparaMu. CTyJE€HT UMEET BO3MOKHOCTH BBINOJHSITH padoTy
J0Ma WY B ayUTOPUH.

bonpmioe BocmuTaTenbHOE M 00pa30BATENbHOE 3HAUYCHHE B CaMOCTOSTEIHLHOM
yueOHOM TpyAe CTyJAEHTa HMEET CaMOKOHTpPOJib. CaMOKOHTPOJb BO30YyXAaeT U
OIS )KUBACT BHUMAHUE W HMHTEPEC, TMOBBIIIAET AKTUBHOCTH MaMSATH W MBIIUICHUS,
MO3BOJISIET CTYJEHTY CBOEBPEMEHHO OOHAPYXKUTh M YCTPAHWUThH JOMYIIEHHbIC OMIMOKU U
HEI0CTaTKH, OO BEKTUBHO OTMPENETUTh YPOBEHb CBOMX 3HAHUMN, MPAKTUYECKUX YMEHHI.

Camoe JOCTYyNIHOE€ M TMPOCTOE CPEACTBO CAMOKOHTPOJS C MPUMEHEHUEM
UH(OPMAIMOHHO-KOMMYHUKAITHOHHBIX TEXHOJIOTHIA - 3TO PpsiJi TeCTOB «ON-line», koTopsie
MO3BOJISIIOT B PEXHUME PEATbHOTO BPEMEHU OIPENEINTh CBOM YPOBEHb BIIAJICHUS
NPEIMETHBIM MaTepUAIOM, BBIIBHTh CBOM OINMMOKH W TIOJYYUTh PEKOMEHIAIUH 10
CaMOCOBEPILICHCTBOBAHHUIO.

MeToauuecKne yKa3aHus M0 BbINOJHEHUIO pedepaToB

Pedepat npeacTaBisier co00i COKpAIllEHHBIA TIEpecKa3 COIAEpPKAHUS TEPBUIHOTO
TOKyMEHTa (WJTH €ro YacTH) C OCHOBHBIMH (PAKTUIECKUMU CBEICHUSMH U BHIBOJIAMH.
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Hammcanne pedepara wucmosnb3yercs B y4eOHOM TIpollecce By3a B IIENAX
MPUOOPETEHUS CTYACHTOM HEOOXOJAMMOW TPO(eCcCHOHATBHON TIOATOTOBKH, Pa3BUTHS
YMCHHS W HaBBIKOB CaMOCTOSITEILHOTO HAyYHOTO TOWCKA: WM3y4YEHHUS JIMTEPATyphl IO
BBHIOpAaHHOW TeMe, aHan3a Pa3JIMYHBIX HMCTOYHHUKOB W TOYEK 3peHMsA, 000O0IeHHUs
MaTepuaia, BBIJEICHUS TJaBHOTO, (popMymupoBaHHs BbIBOJOB U T. M. C MOMOIIBIO
pedepaToB CTyIEHT Tiy0’ke MOCTUraeT HauOoJjee CJIOXKHBIC MPOOJEMBl Kypca, YIUTCS
JAKOHWYHO W3JlaraTh CBOW MBICIH, TPaBWIbHO OGOPMIATH pPaboTy, IOKIAILIBATH
Pe3yIbTaThl CBOETO TPY/a.

[pouecc Harmcanus pedepara BKIFOYACT:

- BEIOOD TEMBI;

- TOI00pP HOPMATHBHBIX aKTOB, CIICIIUAILHON JIMTEPATYPhl M WHBIX NCTOYHHUKOB, UX
H3Y4YECHHE;

- COCTaBJICHHE TIJIaHa,

- HarMCaHue TEKCTa paboTHI U ee opopmIteHNE;

- YCTHOE U3JI0kKeHue pedepara.

Pedeparsl mummyTcs mo Hambosiee akTyadbHBIM TeMaM. B HHX Ha OCHOBE
TIIATSJILHOTO aHajaM3a M 000O0IICHUS HAYYHOTO MaTepHaia COTMOCTABISIOTCS Pa3IMYHBIC
B3TJISIIBI ABTOPOB UM OTIPENENSACTCS COOCTBEHHAs IO3WIUS CTYIEHTA C W3JIOKCHHEM
COOTBETCTBYIOIIMX apTyYMEHTOB.

Tembr pedepaToB MODKHBI OXBaThIBaTh M JIUCKYCCHOHHBIE BOTIPOCHI Kypca. OHuU
NPU3BaHBl OTpaKaTh TEpPEAOBbIC HAyYHBbIC HIEH, 0000IIaTh TCHACHIIMU MPaKTHYECKOU
JEATCIILHOCTH, YYUTBIBas TIPH OSTOM HW3MEHCHHMS B TEKYIIEM 3aKOHOJATEIIbCTBE.
PexomenoBanHast HIKe TeMaTtnka pedeparoB npumepHasi. CTYIEHT MPHU KEIAHUU MOYKET
caM TPEIJIOXKUTh Ty WIM WHYK TEeMy, MPEABAPUTEIHLHO COTJIacOBaB €€ C HayYHBIM
PYKOBOIUTEIIEM.

Pedepar, kak mpaBmiio, COCTOUT U3 BBEACHUS, B KOTOPOM KPAaTKO 00OCHOBBIBACTCS
aKTyaIbHOCTh, HaydHas M TPaKTHYeCKas 3HAYUMOCTh H30paHHOW TEMBbI, OCHOBHOTO
MaTepuaia, COJepKaliero CyTh MpoOJeMbl U TYTH €€ PEIICHMs, W 3aKII0YEHUs, TJIC
(OPMHPYIOTCS BBIBOJIBI, OIICHKH, TIPE/IJIOKCHUS.

OO6beM pedepara - oT 5 70 15 MAIIMHOTIUCHBIX CTPAHUIL

Conepxanue pedepara CTYIASHT IOKIAABIBACT HA CEMUHApE, KPYXKKE, HAyIHOMU
koH(pepenmuu. [IpenBapurenbHO MOATOTOBUB TE3UCHI JOKIAAa, CTYACHT B TeueHue 7-10
MUHYT JIOJDKEH KPAaTKO W3JI0KHUTHh OCHOBHBIC TOJIOKEHHsT cBOei paboThl [locne moxmana
aBTOp OTBEYaeT Ha BOMPOCH], 3aTeM BBICTYIAIOT OIIMOHEHTHI, KOTOPHIE 3apaHee
MO3HAKOMUJIMCH C TEKCTOM pedeparta, 1 OTMEUAIOT €ro CWIbHBIE U cladble cTopoHbl. Ha
OCHOBE 00CYKJICHUSI CTY/ICHTY BBICTABJIIETCS] COOTBETCTBYIOIIAS OIICHKA.

11. TH®OPMAIIMOHHBIE TEXHOJIOT'MU, HUCIIOJIb3YEMBIE IIPU
OCYUECTBJIEHUAN OBPA3OBATEJIBHOI'O MMPOLECCA o
JUCHUILVIMHE (MOAYJIIO)

NudpopManoHHple  TEXHOJIOTHH,  HUCIOJB3yeMbIe  TMPU  OCYIIECTBICHUH
00pa3zoBaTeNLHOTO MpoIiecca Mo JUCIUTUIMHE (MOAYJTI0) BKIIIOYAOT;

- MPOBEPKA 337aHUN U KOHCYJIbTUPOBAHUE TTOCPEACTBOM AIEKTPOHHBIN MMOUTHI;

- UCTIOJIb30BAHUE  CIIAMJ-TIpe3EHTalMii  MpU  TPOBEACHUU  CEMHHAPCKUX
(MpaKTUYECKUX) 3aHSATHIL
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12.MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHME JTUCHUII/IMHBI

Jlns MaTepuabHO-TEXHHYECKOTO oOectiedeHust auciuiumabl « MadopmarmonHas
0€30MacHOCThY HEOOX0IUMBI CIICAYIOIIHE CPEACTRA:

- KOMITBIOTEPHBIC KJIACCHI M1 pabOThl ¢ pabOuYMMH TPOTpaMMaMH C JTOCTYIIOM B
HNurepner;

- MPOEKTOP, COBMEIICHHBIN C HOYTOYKOM.

OTnenpHBIC JISKIIMA W J1a0OpaTOpPHBIC 3aHATHS TMPOBOASATCS C HCIIOJIB30BAaHUEM
BCTIOMOTATENIbHBIX CPEACTB: pa3JaTOYHBIX MAaTEPHAIOB, CJAHIO0B, MYJIbTUMETUHHBIX
MpE3CHTAIMN.

13. OBPA30OBATEJIBHBIE TEXHOJIOTI'MHN

B cootBerctBuu ¢ tpedoBanusmu OI'OC BIIO peanmzanys KOMIETEHTHOCTHOTO
MoAX0/a TMpeaycMaTpUBAeT HCIOJIb30BAaHUE B YYEOHOM TMPOIECCE€ TPAAMIIMOHHBIX,
aKTUBHBIX M MHTEPAKTUBHBIX (DOPM MPOBEICHUS 3aHITHI B COUETAaHUU C BHEAYIUTOPHOU
paboTOM CTYIEHTOB.

[lo yuyebHo#l aucuummHe «MHpopmanroHHas O€30MaCHOCTEY MNPEAYCMOTPEHBI
cIeayromme 00pa3oBarelibHbIe TEXHOJIOTHH. [[prueM npoBeneHne 3aHsITHI B paMKax 3TUX
TEXHOJIOTUM MOXKET OCYIIECTBIITBCA KAK B TPAAUIMOHHOW, TaK WU B AaKTUBHOW U
MHTEPAKTUBHOU Popmax:

- JIEKIMU (3BPUCTUUYECKOT0 XapakTepa, MpodJieMHasi, ¢ JIEMEHTaMU JUCKYCCHN);

- aKTUBHBIC / WHTEPAKTUBHBIC (OPMBI (HAa BCEX MPAKTUYECKUX M CEMUHAPCKUX
3aHSITHUIX);

- IPAKTUYECKUE 3aHATHUS;

- CEMUHApPCKHE 3aHSITHS;

- 00Cy’KJIeHHUE BapUaHTOB PEIICHNH MPOOJEMHBIX 3a/1a4 U KOHKPETHBIX >KM3HEHHBIX
U Mpo(ecCUOHANBHBIX CUTYallUid B XOJI€ CEMUHAPOB UM MPAKTUUECKUX 3aHATHH (Ha BCEX
3aHSTHUSAX);

- BBITNIOJIHEHHUE TECTOBBIX 3a/I1aHUN;

- CaMOCTOSITeIIbHAS PadoTa;

- IOJITOTOBKA U c/1a4ya 3a4eTa;

- HalMcaHue peeparoB U NUCbMEHHBIX PadoT.

BaxHoit dopMoit yriayOseHHOTO W3y4YeHHs KOHKPETHBIX TIpoOjaeM yueOHOM
JTUCUHUTUIMHBI «JIEKTPOHHA TOPTOBIISD JJIsI CTYACHTOB MPHU CaMOCTOSITEILHOM U3y4EHUHU
TEM M pa3/eNioB Kypca, SBISIETCS BbINOJHEHUE MHUCbMEHHOM paboThl. JTa padorta
IpeanoyaraeT CUCTEMAaTU3aALMI0 U aHAIM3 Pa3jMYHbIX MCTOUHMKOB M JIUTEPATYPHI IO
ITUKE MO BBIOpaHHOW M3 mepeuHs mnpobOieme. [lucbmenHnas paboTa mpemycmarp UBaeT
COOCTBEHHOE OCMBICJICHHE CTYJEHTaMH HW30paHHOW TpOOJEeMbl W U3JI0KEHHE CBOUX
MbICJIE B MNHUChMEHHOW Qopme. OHa BBHINOJIHIETCA YYallUMCS CaMOCTOSITENbHO,
odopmIIeTCs T0JDKHBIM 00pa3oM M CYUTACTCSI OJTHUM M3 JIEMEHTOB Y4e€OHOUM pabOThI IO
CaMOCTOSITENIBHOMY OCBOEHHIO Kypca «DJIEKTPOHHAsI TOPrOBIID) .

Baxno#i cocTapmsromie mpoGecCHOHATBLHO - 3THYECKOTO 00pa30BaHMsI SIBIISETCS
OBJIaJICHUE KaTeropualibHbIM ammapatoM. He3nanue kareropuid mpensiTCTBYET YCBOEHHUIO
3HAHWUU 110 MOPAJILHO — ATUYECKUM npobaemam. [Ipu n3yuenuun npopeccHoHaIbHON ITUKU
oOyJaeMbIM OKa3bIBAa€TCSl TIOMOINL B BHAE pPa3zHOOOpa3HBIX (opM ydeOHOU paboTHI.
TakoBbIMH SIBISIIOTCS. KOHCYJbTAIlMM, JIEKIUH, CEMHUHApbI, TMPAKTUYECKHE 3aHATHSA,
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WMHJIMBUIYalIbHbIE KOHTPOJIbHBIE COOECEIOBAHUS U Jp.

VYaenpHBIM BeC 3aHATHH, MPOBOJAUMBIX B MHTEPAKTHUBHBIX (popMax, OMpenessieTcs
TJIABHOM 11€JIbI0 TTPOTPaMMBI, 0COOEHHOCTh KOHTMHI€HTA 00Y4aloIIEerocsi U CoIep:KaHueM
KOHKPETHBIX JUCUHUILUIMH, U B LEJIOM B Y4EOHOM MPOIECCE OHU JIOJDKHBI COCTABJISATh HE
MeHee 20 % ayauTOpHBIX 3aHATHIA.

[Iporpamma coctaBieHa B cooTBercTBuM ¢ TpedoBanusimu ®I'OC BIIO ¢ yuerom
pexomennaruii u OOII BIIO no nanpasnenuto noarotroku 38.03.01. — « OxoHOMUK.

CocTaBUTENb: K. TEXH. H., JOIICHT Mextes M.A.
Peniensenr: k. mei. H., JIOICHT IN'omemaromenos T.X.

[Iporpamma paccMoTpeHa M 0J00peHa Ha 3acelaHuu YYEHOTro coBeTa (umana OT
27.02.2015 r., nmpoToko Ne 05.



